With cloud computing growing in popularity cloud-service providers must guarantee that data are processed rapidly and transferred when and where they are needed. Unfortunately, it is extremely difficult to predict the exact performance characteristics and demands on the network at any particular time. In this paper we show that the cloud computing demand can be developed as a branching stochastic process. Branching processes are used to describe random systems such as population development, nuclear chain reactions and spread of epidemic disease. A statistical model is described and using this model we propose a method for determining the unknown probability distribution of queries. Network traffic modeling is an issue of great importance to both consumers and providers of cloud-based services. Firstly, traffic modeling helps to represent our understanding of dynamic demand for cloud services by stochastic processes. Secondly, accurate traffic models are necessary for service providers to properly maintain quality of service.
Introduction
Cloud computing is one of the hottest topics in all of information technology today. This is a new model of delivering computing resources in which centrally administered computing capabilities are provided as services on-demand over the network to a variety of customers. According to IDC's analysis, the worldwide forecast for cloud services in 2013 will amount to $44.2bn, with the European market reaching €6,005m in 2013. 1 The potential benefits of cloud computing like lower costs, faster implementation, and more flexibility are overwhelming. However, attaining these benefits requires that new technologies and solutions managing the huge number of operations and volumes of data within a cloud transparently and without service interruptions emerge. As cloud computing enables users to store all their data on the network predicting net-work performance and cloud-based services demand may become a challenging issue. In this paper we suggest that branching processes theory will fit for both describing the dynamics of cloud services demand and predicting the network traffic in cloud computing environment. We consider that more and more clients will know about cloud services, one client from another, like epidemic of disease spreads. We briefly describe the basic principles of cloud computing concept and introduce branching processes theory. The purpose of this paper is to provide a stochastic model that would be helpful for both consumers and providers of cloud-based services. On the one hand, traffic modeling helps to represent our understanding of dynamic demand for cloud services by stochastic processes, and on the other hand accurate traffic models are necessary for service providers to avoid "bottlenecks" and to improve quality of services provided.
Literature Review
The design of robust and reliable network services for cloud computing environment is a challenging task. The only path to achieve this goal is to develop a detailed understanding of the traffic characteristics. An accurate estimation of the network performance is vital. Traffic models enable network designers to make assumptions about the networks being designed based on past experience and also enable prediction of performance for future rapidly changing requirements in cloud environment [10] . A corpus of literature on network traffic modeling exists. One of the most widely used and oldest traffic models is the Poisson Model. The Poisson process is characterized as a renewal process and Poisson distribution is the predominant model used for analyzing traffic in traditional telephony networks [11] . Deterministic Traffic Model [12] is proposed for providing real time service over real time channel where clients declare their traffic characteristics and performance requirement at the time of channel establishment in this model. Chaotic maps are low dimensional nonlinear systems whose time evolution is described by knowledge of an initial state and a set of dynamical laws. In [13] the author illustrates traffic characteristics that can be modeled by considering chaotic maps. Wavelet-based models use wavelet transform function to model long-range dependence traffic such as traffic measured on Ethernet. Multifractal wavelet model is presented in [14] .
There are three service models of cloud computing: [6] , and Rackspace Cloud [4] .
The following deployment models are available for cloud computing services: Thus, cloud computing provides a pool of highly scalable and easily accessible virtualized resources capable of hosting end-user applications exploited in a pay-as-yougo model. Cloud computing involves the following three basic components [7] , which are illustrated in Figure 1 : clients, datacenter and distributed servers. For many companies with highly variable IT needs, cloud computing can be an alternative to maintaining an expensive oversupply of in-house computing power. However, there are some major obstacles which hinder the adoption and growth of cloud computing. As every technological concept, cloud computing is not an exception in terms of trust and security issues. Once data are outsourced to a third-party cloud provider, several concerns arise about security, availability and reliability of data.
Branching Processes Theory
A branching process is a process where an initial random number of objects 'create' more objects of the same or different type, and these objects continue to 'create' other objects, with the system developing in accordance with some probability law. Branching processes are used to describe random systems such as population development, nuclear chain reactions and spread of epidemic disease. An example of such a process is a population of individuals developing from a single progenitor -the initial individual. It produces a random number of offspring, each of them in turn produces a random number of offspring; and so the process continues as long as there are live individuals in the population. Figure 2 is a graphic illustration of a general multilevel branching process. The branching process was proposed by Galton [9] , and the probability of extinction was first obtained by Watson [8] by considering the probability generating function for the number of children in the nth generation. 
And the variance of V is denoted by
The distribution density function f V (v) of V can be derived from the basic formula for conditional probabilities
Let us denote f X (x) and φ x (ω) as the distribution density function and generation function of X i respectively, and g N (n)=P(N=n) and φ N (ω) as the distribution density function and generation function of N respectively. For a fixed n, the distribution of the sum X 1 +...+X n is expressed by the n-fold convolution of {f X (x)} with itself, due to the independence of the series {X i }. Equation (4) can be written in a more compact form
This formula can be simplified by using the generating functions [15] . Branching processes theory can be applied for modeling in cloud computing environment. One of the most important issues in cloud computing environment concerns network efficiency and performance prediction. Where there are large quantities of data involved in an application, access to the data must be fast and reliable or the application's runtime will be excessive. From the viewpoint of a service provider, demands on the network are not entirely predictable. Branching processes theory helps us to model the dynamic demands for cloud services. More and more clients are informed on the service, one client from another based on random mechanism. This process is similar to epidemic of disease spread.
Data flow Prediction Model
To design effective and efficient network solutions for cloud environment and to understand and solve performance problems arising in communication networks providers require accurate models to describe network traffic. The main problem is to forecast the frequency of queries that are going to appear. To evaluate the performance of the proposed technique, we demonstrate how branching processes theory can be applied for building data flow prediction models. The initial vertex of the graph is assigned t=0 (Figure 3) , time when the original message reaches the host С i . This point is taken as the reference time of receipt of queries to the cloud service provider's host center С i . The initial vertex of a graph is based on the number of arcs equal to the quantity of primary needs. Arcs whose vertices correspond to the secondary queries come of the vertices of the graph corresponding to the initial query. We consider that the primary queries come into the provider's host randomly. The process of queries admission will be considered as a branching, while allowing that individual queries' paths are independent. The time intervals between t=0 and the time of requests admission are random variables with distribution function F 1 (x) and density f 1 (x). Obviously f 1 (x) represents the latency of the processes of information alerts. The number of initial requests coming to the provider for a certain period of time is the random variable 
We assume that the distribution of the primary query is binomial. The generating function corresponding to the binomial distribution of the primary query is:
where u is the parameter of the generating function. The distribution function of the moments of primary queries receipt is exponential
, where λ 1 is the volume of primary queries. After each initial query with probability p 0 does not appear any secondary query, and with probability p 1 =1-p 0 there is at least one secondary request. We assume that the distribution of secondary queries generated by one primary request is subject to the binomial distribution with generating function
where u is the parameter of the generating function. The distribution function of the time intervals between the moments of initial queries receipt and stimulated directly by them secondary queries is defined as 
If , then the distribution has a maximum. If , then the distribution hasn't a maximum and decreases from the beginning. In case λ 1 = λ 2 p 0 , for distribution is monotonically decreasing; for distribution has a maximum. Expectation function graphs of the number of queries are constructed for the following values: time units are t= [0, 130] , the number of consumers which may create the primary requests is 10, the probability of the customer application with the primary request is q 1 =0.7, the time interval of the request arrival τ=1, the volume of the primary queries from the consumer at a time λ 1 =0. 05. The nature of the functional dependence is affected by primary and secondary queries intensity compliance. The Figure  4 contains plots of the expectation of the number of queries, in this case the probabilities of the primary p 0 and secondary p 1 queries: for distribution is monotonically decreasing, for the distribution has a maximum. In general, Russia's cloud hosting is not so much an alternative to Amazon Web Services, as a convenient substitute to traditional hosting. Most of the companies have encountered difficulties providing a comprehensive explanation of the dynamic characteristics of network traffic and had even experienced the bottlenecks that caused them to lose money. To measure how good the data flow prediction model is, experiments are carried out where cloud usage logs are analyzed seeing if our model can predict the loads seen in the logs.
Conclusion
Cloud computing is a model of delivering computing resources in which centrally administered computing capabilities are provided as services on-demand over the network to a variety of customers. As popularity of cloud services is growing rapidly, cloud-service providers must guarantee that data are processed effectively and transferred when and where they are needed. Unfortunately, it is extremely difficult to predict the exact performance characteristics and demands on the network at any particular time. In this paper we suggest that branching processes theory will fit for both describing the dynamics of cloud services demand and predicting the network traffic in cloud computing environment. We consider that more and more clients will know about cloud services, one client from another, like epidemic of disease spreads. The purpose of this paper is to provide a stochastic model that would be helpful for both consumers and providers of cloud-based services. On the one hand, traffic modeling helps to represent our understanding of dynamic demand for cloud services by stochastic processes, and on the other hand accurate traffic models are necessary for service providers to avoid "bottlenecks" and to improve quality of services provided.
